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HoBble nogxoabl K Teopnn KOMMYHUKaUuuUun:
Ha npumMmepe coapemeHHoﬁ Teppopucwlqecxoﬁ yrpoz3bi

VIMeHHO HappaTuBbl OMPeAEensitoT Halle BOCNpuaTME AeNCTBUTENBHOCTU B Npeaenax onpeaenéHHon cpeasbl,
B KOTOPOW BCE npoucxoauT. LieHTpanbHasa owmnbka B OCHOBE TEKyLLEro HappaTvBa 3akmn4aeTcs B TOM, YTO OH
UCMONb3yeT €OUHYI CXeMY B PAaCCMOTPEHMU CITOXKHOIO COBPEMEHHOIO Mupa. OTO SCHO MPOCIEXMBAETCA B [MO-
OanbHON BOWHE C TEPPOPOM, Ha4ano KOTOPOM O3HAMEHOBAHO MneyvanbHbiMU cobbiTuaMM 11 ceHTa0ps 2001. Mo-
crnepyLlee cpaxeHue 3a cepaua v ymbl nogen, passepHyBLleecs Mexay 3anagHbiM MUPOM U UCIIaMCKUM 3KC-
TPEMM3MOM, HaLLMO CBOE sipKOe OTpaXkeHne B MHPOPMAaLMOHHOM MPOCTPAHCTBE, M 0COGEHHO B coLMarbHbIX CETSIX.
[MpuHATO cunTaTtb, YTO BO33BAHUS MCMamMa NpYBMeKalT HeMpeKpaLlalLWmMncsa NoToK NPMBEPXKEHLEB Teppopuama.
Tem He MeHee, HacTan MOMEHT nepecMoTpa NoA00HbIX HAPPaTUBOB.

dokyc nepegayn nHopmaLmmn UMeET peluatoLlee 3HaveHre s nooboro counyma. Victopusi — oamH U3 crno-
co60B 13006paxeHnss 4eNCTBUTENBHOCTU U BbISIBIIEHUS TOTO, YTO NEXWT Ha[ MOBEPXHOCTbI0 CoObITMI. [MoaToMy
HappaTuBbl Oornblue HacbIleHbl CMbICIIOM, @ He YMCTbIMU hakTaMu, U, CNefoBaTeNbHO, YKasblBaloT HA TO, YTO
SIBMSAETCH CYLLECTBEHHBIM 1 BaXXHbIM B IaHHON cpefe. HappaTuebl He NPOCTO MOBECTBYHOT, OHU UCMOMb3YHTCS Kak
CpPeacTBO Npu3biBa LENEBON ayanTopumn K NONMUTUYECKUM AENCTBUSAM, 3a4€NCTBYHOT KOHTEHT, OPUEHTMPOBAHHBIN
Ha HOPMbI U LIeHHOCTY Ntofen. HnumaTopbl HAappaTUBOB — MEXAYHAPOAHbIE aKTOPbl — OPraHM30BbIBAKT UHAOP-
MauuIo cTpaTernyecku, Co3aatoT HOBblE BOMPOCHI, YOexaaT ayaMTopuio 1 NonyyaroT pblyari BAWSHWUA Ha opra-
HM3aUMM 1 NpaBuUTENbCTBA. AKTUBUCTbI B CETAX MbITAIOTCA HE TOMBbKO BMUATH Ha MONMUTUYECKNE pesynbTaThbl, HO
TpaHCOPMUPYIOT caMy NPUPOAY ANCKYCCUN.

HerocynapcTBeHHbIE akTOpbl, BbICTYyNas B Ka4eCcTBe anbTepHaTMBHOMO MCTOYHMKA MHOpMaumum 1 naen, no-
nyyaroT JOMNOMHUTENBHOE BIWSIHME Ha CBOK LIENEBY0 ayauTopuio. YbeanTenbHOCTb NogaepKuBaeTca apamaTu-
YeCckUM 3hEKTOM U3NOXKEHNST MHPOPMaLUK, SMOLIMOHANBHONM NO CBOEN NPUPOAE, YTO Y CTAHOBUTCS  KIHOYEBbIM
3M1EMEHTOM KOMMYHWUKaLMOHHON CTpaTernu.

Hecnoco6HoCTb KOHTPONMPOBaTh UMK, NO KpanHen Mepe, ynpaenaTb MHPOPMaLMOHHBIMU NMOTOKAMU MOXET
NMOCTENEHHO NPMBECTU K HEraTUBHBIM BO3[ENCTBUSIM HAa pacCTaHOBKY CUIl B BOMHeE. [lopa npu3HaTh, 4To nybnmyHas
avnnomarusi, npu3BaHHasi Urpatb peLuaroLLyto posb B NogobHON BOVHE UAEeW, CeroqHsi NpourpbIBaetT.

Mpu n3y4yeHun ponm n xapaktepa MCnonb30BaHWA UHGOPMaLMM B BOEHHBIX Onepauusx CylecTBeHHas pas-
HMLa oOHapyXMBaeTcs MEXAy BOOPYXXEHHbIMU cunamu 3anaza v NoBCTaHYECKUMU (TEPPOPUCTUHECKMMU) opra-
HM3aumamn. 3anagHble BOEHHbIE CUMbl, Kak NPaBunio, UCNoMb3yT NHOPMaLMOHHbIE AEACTBUSA ANA NOALEPXKKN
BOEHHbIX OMepaLuui, Hanpumep, YTobbl MX y3aKOHUTb (B acnekTe NpeyMHOXEHUS Bepbl B NMOMUTUYECKOE U BOEH-
Hoe pyKoBOACTBO). [MoBCTaHYeCKNe U TEPPOPUCTUHECKUE CUTIbI UCMOMb3YT BOEHHbIE Onepauun AN NoaaepKKu
WHMOPMaLMOHHBIX AENCTBUIA, NpeanonaraemMblii pesynbsraT 3aknioyaercs B hopMMpoBaHum ocoboro BOCnpuATUS
CBOMX MPOTUBHWUKOB (BOEHHbIX U FPaX[aHCKUX nuu) 1 onpeaenéHHoro obpasa Bnactu. [NnaHupyembiin adpdexT
npegnonaraet NoApbIB BoNM 06LLECTBEHHOCTU K NPOAOIMKEHMIO 60PLOLI.

lMoBcTaH4yeckne N TEPPOPUCTUHECKMNE TPYMIbl UCKYCHBI B COLMANbHOM KOMMYHMKALIMKN, KOTOPas HE CTONbKO
ovktyeT aygutopum KAK gymatb, a Gonblie — o YEM pymatb. Coobuwenus NI BpalatoTcs BOKpyr TPEX OC-
HOBHbIX MOHATUI — penurnm, obuabl 1 yTonmyeckoro BuaeHus. O6uabl U yTONMU NPUBMEKaT nonb3oBaTenem
coumanbHbIX CETEN.

B noBcTaH4ecKknx 1 TeppoOpPUCTUHECKNX HappaTMBax pasfnuyHble acrnekTbl PUTOPUKN UrPatoT peLuatoLLyto porb
B chopmMupoBaHunm obLer KapTuHbl Mupa. J1o2oc ABNSETCS pauuoHanbHbiM obpalleHem K ayauTopun, gaxe ecnm
rnioruka siBNsieTcs NoXHON. lMaghoc AENCTBYET Kak 3IMOLMOHarbHBIA AETOHATOP ANS akTUBMU3auuu onpenenéHHbIX
OENCTBUIN ayouToOpuM, COOTHOCUMMbIX C MOMUTUYECKMMU MHTEpecamMmu rpynnbl. Omoc xapaKkTepusyeTcsa MUCMomb30-
BaHveMm ncnama u KopaHa, koTopble urpatoT ponb obecnevyeHns BUAMMOCTM 3TMYECKOro 060CHOBaHNSA copepa-
HWS HappaTvBa. TeppopUCTbI UCMOMb3YHOT UCaM KakK CPeACTBO NErMTUMMU3aLMn X NONMUTUYECKOWN N BOOPY>KEHHOW
6opbbbl NpoTuB 3anaga. 3anaz, NpUHAB NocreyLmne KOHMNUKTBI Kak BOWHY C MCITaMCKMM 3KCTPEMMU3MOM, Ha
caMOM Jerne pUCKyeT NonacTb B reononUTUYECKYO MOBYLLKY, BeAyLLYH K «CTONKHOBEHWIO LMBUNU3aLIMNY.

Knroyeenbie croea: nHopmaLoHHas BOMHA, KOMMYHMKaLMSA, HappaTuB, TeppopuUcTUYeckas yrposa, ansrep-
HaTVBHbIE MCTOYHMKM UHGOPMaLUN.

' I'per CaiiMoHC — aHanuTuk LieHTpa nccnenoBaHns acCUMETPUYHBIX Yrpo3, AaBHO 3aHUMAETCs M3y4YeHUeM NOonUTUYECKUX
1 MaccoBO-MeAUHbIX BONPOCOB COBPEeMEHHON Poccun, HeofHOKpaTHO y4acTBoBan B paboTe Hay4HbIX koHdepeHumn B Poccun,
ynTan nekummn B BepyLmx By3ax Mocksbl, CankT, MNMetepbypra, ExkatepuHbypra.

© lper CanimoHc, 2016



CMMW: npownoe, HacTosilee, OyayLiee

\\\

Greg Simons’

Uppsala Centrum for Rysslandsstudier, Centre for Asymmetric Threat Studies,
Swedish Defence University

(UCRS, Box 514, 751 20 Uppsala, Sweden)

e-mail: gregmons@yahoo.com

Rethinking the Communication Theory: the Case of Modern Terroristic Threat

It is narratives that determine our perception of the reality within the specific environment which it resides. The
central fallacy at the heart of the current narrative is that it employs a single scheme to view a complex world. This
is clearly seen within the Global War On Terrorism that was launched in the wake of the 11 September 2001 attacks.
The ensuing battle for hearts and minds that has taken place since, between the Western world and Islamic-based
extremism, has flooded the information space and especially social media. The appeal of Islam is considered to
draw a steady stream of terrorist followers. However, now may be the point in time to reconsider such narratives.

Information and how it is conveyed is critical to all societies. Stories are one way of depicting reality and of
revealing what lies beneath the surface of events. Therefore, narratives are more concerned with meaning rather
than pure facts, and so they indicate what is significant and important in our environment. Narratives not only nar-
rate, they are used as a means to call a target audience to political action, they use the content based upon norm
and value-based appeals. International actors being narrative creators mobilize information strategically, create
new issues, persuade the audience, and gain leverage over powerful organizations and governments. Activists in
networks try not only to influence policy outcomes, but to transform the nature of the debate.

Non-state actors as an alternate source of information and ideas gain additional influence on their target
audience. Credibility is supported by dramatic messages which are often emotional in nature, and these are key
elements in the communication strategy. Failure to control or at least manage information flows can gradually result
in negative impacts upon the war operational environment. It is time to recognize that public diplomacy which should
play a decisive role in this kind of war of ideas is being defeated now.

When examining the role and nature of how information is used within military operations, a significant differ-
ence is found between Western military forces and insurgent/terrorist forces. Western military forces tend to use
information operations to support military operations, in order to legitimize them (increase belief in the political and
military leadership). Insurgent and terrorist forces use military operations to support information operations, the
intended outcome is to shape the particular perception of its opponents (military and civilian) and project a certain
image of power. The intended effect is to reduce the public’s will in continuing the fight.

Insurgent and terrorist groups have been adept at social media communication, which concerns not so much
about dictating to an audience how to think, but more what to think about. ISIS messages revolve around three core
concepts — religion, grievance and utopian vision. The grievances and utopian vision draw social media users. In
the insurgent and terrorist narratives, the different rhetoric aspects play a critical role in the overall picture of the
world. Logos is the logical appeal to the audience, even if the logic is false, it only needs to be believed. Pathos acts
as an emotional primer for the audience to carry out physical acts that serve the political agenda of a group. Ethos
is featured in the use of Islam and the Quran, which play the role of providing a fagcade of ethical justification for the
narrative’s content. Terrorist forces use Islam as a means of legitimizing their political and armed struggle against
the West. By adopting subsequent conflicts as a war against Islamic extremism, the West in fact runs the risk of
entering the geopolitical trap of framing “clash of civilizations”.

Keywords: information warfare, communication, narrative, terroristic threat, alternative sources of information.

In the information age, success is not merely the result
of whose army wins, but also whose story wins.
Joseph Nye

Narratives determine our perception of a
problem and the reality within the specific envi-
ronment which it resides (Zalman & Clarke, 2009;
Esch, 2010). This in turn, affects the means and
the approach to solve that issue. One side effect
of an established narrative and is to limit how a
particular issue is constructed and viewed, often
at the expense of alternative explanations and
views. This can be to the detriment of solving the
problem/task at hand. “The central fallacy at the
heart of the current narrative is that it employs a

single prism to view a complex world” (Zalman
& Clarke, 2009: 111). This is clearly seen within
the Global War On Terrorism (GWQOT) that was
launched in the wake of the 11 September 2001
attacks on the US mainland by terrorists linked
to Al Qaeda.

In the ensuing battle for hearts and minds
that has taken place since, between the Western
world and Islamic-based extremism, messages
and counter-messages of these opposing sides
have been flooding the information space and

" Greg Simons is an analyst at the Centre for Asymmetric Threat Studies (CATS). He has been studying political and mass
media issues of modern Russia. He repeatedly participated in scientific conferences in Russia and gave lectures in leading Mos-

cow, Saint Petersburg and Yekaterinburg universities.
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especially social media. Conventional wisdom
postulates that the appeal of Islam has been
drawing a steady stream of sympathy and re-
cruits to the cause of the insurgent and terrorist
forces (McClanahan, 2002; Fernandez, 2016).
However, now may be the point in time to recon-
sider this basis after numerous efforts to unsuc-
cessfully communicate with different narratives
based on this assumption. Is religion (namely
Islam) the foundational basis for those insurgent
and terrorist forces engaging the Western world
in armed conflict or is it ‘merely’ an excuse for
legitimacy? If religion is not the basis for drawing
sympathy, support and recruits to the side of the
insurgents/terrorists, then what is drawing peo-
ple to their cause?

Narratives and Their Significance

Information and how it is conveyed is critical
to all societies. “The telling of stories lies at the
heart of human communication and underpins
the development and cohesion of all societies
and cultures. [...] Stories, quite simply, are one
way of depicting reality and of revealing what lies
beneath the surface of events” (Brophy, 2009:
ix). Therefore narratives are more concerned
with meaning rather than pure ‘facts’, and there-
fore indicate what is significant and important
in our environment. However, a narrative is not
merely the objective conveying of the meaning
of events and people that take place in a particu-
lar society. They can also be posed and used as
a means to prime and call a target audience to
political action.

The political call for action can be seen
within the framework of advocacy networks that
operation across borders in international affairs,
which impact upon perception and relations.
Actors not only include state-based actors, but
non-state actors too. They use high value con-
tent based upon norm and value-based appeals
in an environment of informational uncertainty.
Information exchange is the central basis of the
relationships that are created by various actors.

What is novel in these networks is the ability
of non-traditional international actors to mobilise
information strategically to help create new is-
sues and categories and to persuade, pressure
and gain leverage over much more powerful or-
ganisations and governments. Activists in net-
works try not only to influence policy outcomes,
but to transform the nature of the debate (Keck
& Sikkink, 1998: 2).

Non-state actors can gain additional influ-
ence value with their target audiences by serv-
ing as an alternate source of information and
ideas. Credibility and drama are key elements in
the communication strategy, powerful messages
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(often emotional rather than rational in nature)
influence perception and reaction by the audi-
ence. As noted by Payne (2005) media are the
conduit of the information flows, the significance
being the outcome of wars is decided by political
factors (as opposed to individual battles being
decided by military factors) that is driven by in-
formation and perception.

Communicating a Narrative in Political
and Armed Conflict

The information sphere is in an intangible
existence and reality, however, it plays a crit-
ical role. Failure to control or at least manage
information flows can gradually result in nega-
tive impacts upon the operational environment.
One of the key determinants of success is the
ability to colonise and occupy the information
sphere, which bestows privileges and advan-
tages to those that are successful. “Al Qaeda
and other jihadist groups have been enormously
successful in using the Internet as a means of
occupying that battle space, issuing statements
and assertions of fact that largely have gone un-
challenged” (Eder, 2011: 11). By being inactive
or through using the wrong tactics, an actor es-
sentially yields to their opponent.

In addition, Lord (2006) argues that there
needs to be matching and supporting physical
deeds to reinforce the rhetoric to ensure and en-
able a greater sense of credibility of the commu-
nicator. He used the lessons ideological conflict
embedded in the Cold War to reinforce this par-
ticular point, and especially the public diplomacy
efforts of the United States in Eastern Europe. In
his opinion, communication and influence played
a key role in the eventual outcome of the Cold
War, but sees a number of problems in the cur-
rent conflict, which he refers to as being a war.

It is time to recognise that public diplomacy
and strategic influence are similarly broken, and
for our political leaders to begin to address how
to fix them. Particularly in the kind of war that
we are engaged in, these instruments could well
prove to make the difference between victory
and defeat (Lord, 2006: 13).

Western governments need to be able to
make their case to a multi-varied target audi-
ence, it concerns the need to align messaging,
with counter-messaging and physical deeds.
Waller (2007: 38) notes that “words and imag-
es are the most powerful weapons in a war of
ideas. Used skilfully, they can serve the cause
well. Used carelessly, they cause collateral dam-
age and the equivalent of death by friendly fire.”
This is to say that words and images shape the
reality of the information space, whether a re-
ality is real or not is secondary to whether it is
believed or not. Therefore it is necessary to not
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only know oneself, but how the ‘Other’ communi-
cates and interprets people and events. Possible
impediments to achieving these ends “include
ignorance, political correctness and the unwill-
ingness of officials to make words work to help
win the war” (Waller, 2007: 75).

Political correctness has a profound effect
on the contemporary battlefield (not only physi-
cal, but also psychological) that limiting or limited
military action had historically. This is owing to a
shift in the nature of how battles are fought and
how wars are won or lost, which in this context
means that the increasing relative importance of
intangible (belief in political and military leader-
ship, the will to fight) over tangible (size of mili-
tary forces, the type and quality of military equip-
ment) elements.

The current battlefield is located increasing-
ly in the global information space, which knows
none of the historical constraints of geopolitics
(namely space and time). When examining the
role and nature of how information is used with-
in military operations, a significant difference is
found between Western military forces and insur-
gent/terrorist forces. Western military forces tend
to use information operations to support military
operations, in order to legitimise those operations
(increase belief in the political and military leader-
ship). Information operations play a subordinate
role to military operations. Insurgent and terrorist
forces use military operations to support informa-
tion operations, the intended outcome is to shape
the perception of its opponents (military and ci-
vilian) and project greater tangible and intangible
power than they may in fact have. The intended
effect is to reduce their opponents’ belief in their
political and military leadership, and erode the
public’s will in continuing the fight. Therefore, po-
litical correctness has the disastrous effects and
consequences of hobbling our own efforts, whilst
emboldening the enemy.

Social Media and Geopolitics in the GWOT

The mechanisms of geopolitical mobilisa-
tion through communication have been gradual-
ly evolving along with the developments in New
Communications Technologies. Mathew Fraser
speaks of geopolitics 2.0, he notes three signifi-
cant shifts: 1) States to individuals; 2) real world
to virtual world mobilisation and power; 3) old
media to new media. He also notes that states
have reacted to these changes by either censor-
ing and/or deploying web platforms to achieve
their goals and assert their influence (Fraser,
2009). This has already had a noted and signif-
icant impact upon the nature of the foreign pol-
icy process. Henry Kissinger (2015: 330-360)
has noted that there is much less concrete and
unified knowledge for policymakers in the age of

\\\

social media as there is an instantaneous deluge
of information available. Thus the days of shared
accounts of knowledge are fading as knowledge
is being increasingly contested. Another point
being the nature of the instantaneous commu-
nication, which often carries selective and emo-
tionally based material forces a more rapid and
less reflective reaction to people and events in
the world. This increases the risk of applying in-
appropriate or incorrect remedies to global prob-
lems, such as terrorism.

New media communication is dialogic in
nature, a many-to-may form of message flow,
which witnesses the simultaneous sending and
receiving of messages between numerous in-
dividual via platforms such as Facebook, Twit-
ter and LinkedIn (Cunningham, 2010: 111). The
new media environment differs from the tradi-
tional media (print and broadcast) as it is a rapid
paced and interactive environment that has im-
plications. “A dialogic new media communication
strategy must be persistent and adaptive over
time. It represents at a conceptual level a war
without end, although it is a war waged in the
information sphere” (Cunningham, 2010: 113).
As influential as social media’s role is in commu-
nicating and spreading dissent, the role should
not be overstated and nor should the role of tra-
ditional media be completely discounted in the
process (Khondker, 2011).

Insurgent and terrorist groups have been
adept at social media communication, which
concerns not so much about dictating to an
audience how to think, but more what to think
about. “The siren call of ISIS, promoted through
its now-infamous use of social media, is, like that
Wahhabism before it, a worldview that has moti-
vated tens of thousands toward extreme action,
caused extreme suffering and dislocation, is ex-
traordinarily ambitious and aggressive” (Fernan-
dez, 2016). Fernandez notes that ISIS messag-
es revolve around three core concepts — religion,
grievance and utopian vision. Those that draw
the hearts and minds of certain segments of so-
cial media users are the grievances and utopian
vision. Recent research has shown that isolat-
ed and marginalised groups and individuals are
more likely to be lured by the messages of ven-
geance (perceived social and political justice)
and a utopian life of the Caliphate (perceived
sense of belonging and purpose) (CVE, 2016;
Simons, 2016)." In this regard, religion may play
a different role in the communication plan.

' This is in keeping with research conducted by Dr
Noha Bakr from Egypt, she identified per-ceived grievances
among youth from relatively well to do families was a signif-
icant motivating factor to join an organisation such as ISIS
(correspondence via email on 6 March 2016).
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An astute observation by Waller (2007) is
that the insurgent and terrorist forces use Is-
lam as a means of legitimising their political and
armed struggle against the West, by adopting
this approach and characterising the GWOT and
subsequent conflicts as a war against Islamic
extremism the West in fact runs the risk of en-
tering the geopolitical trap of framing the conflict
as between the West and Islam in terms of a
Huntingdon-type clash of civilisations (Simons,
2010).

Conclusions

In the insurgent and terrorist narratives, the
different rhetoric aspects play a critical role in the
overall picture and effect of the message. Logos
is the logical appeal to the audience, even if the
logic is false, it only needs to be believed. This
plays a role in capturing influence from the target
group. Pathos acts as an emotional primer for
the audience to carry out physical acts that serve
the political agenda of a group. Ethos is featured
in the use of Islam and the Quran, which play the
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role of providing a fagade of ethical justification
for what may otherwise be unthinkable, let alone
doable.

Given that the current communication strat-
egies seem to be addressed at the underlying
ideological legitimacy of terrorist and insurgent
groups, it may be a case of administering the
right medicine to the wrong problem. Undermin-
ing the perceived legitimacy of an opponent is
certainly important, but should not be the only
task. This is one of three necessary tasks. The
other two messages of the narrative should also
focus on shaping and engaging audiences in
their perception of grievances and anger, and
lastly to reduce the vulnerability and susceptibili-
ty of marginalised and isolated groups in society
through active communication. This should align
defensive communication (protect own informa-
tion space), offensive communication (attack
opponent’s information space) and deeds (to
support and engage communication with target
audiences).
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